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Abstract: Digital transformation has become a key factor in changing the way organizations
manage human resources (HR). This study aims to identify the challenges and opportunities
arising from the adoption of digital technology in HR management through a literature review.
Based on the analysis of various previous studies, some of the main challenges faced by
organizations include technological competency gaps, complex system integration, concerns
about data privacy and security, and resistance to change from employees and management. On
the other hand, digital transformation offers significant opportunities such as increased
operational efficiency, utilization of data for better decision-making, employee skill
development, and enhanced employee engagement. The findings of this study indicate that to
successfully implement digital transformation in HR management, organizations need to
develop comprehensive and integrated strategies. Recommended steps include investing in
technology training for employees, careful planning of system integration, implementing strict
data security policies, and developing effective communication and change management
programs. By addressing the challenges and leveraging the opportunities, organizations can
enhance HR performance and achieve competitive advantage in the digital era.
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INTRODUCTION

In today's digital era, technological transformation has fundamentally changed the
business landscape, including in the field of human resource management (HRM). This change
not only presents new challenges, but also opens up great opportunities for organizations to
improve efficiency, productivity, and employee satisfaction. In the context of HRM, digital
transformation refers to the application of information and communication technology to
manage, optimize, and expand the influence of HR functions in organizations (Pradana, et al.,
2023). One of the main problems that often arises is the competency gap between employees
who are familiar with technology and those who are not yet skilled in it. In addition, there are

57T|Page


https://review.e-siber.org/SIJET
https://issn.brin.go.id/terbit/detail/20230623501905941
https://issn.brin.go.id/terbit/detail/20230623541919723
https://doi.org/10.38035/sijet.v1i2
https://creativecommons.org/licenses/by/4.0/
mailto:riekiindra8@gmail.com
mailto:riekiindra8@gmail.com

https://review.e-siber.org/SIJET, Vol. 1, No. 2, October 2023

challenges related to the integration of new systems with existing infrastructure in the
organization, as well as concerns regarding the privacy and security of employee data in an
increasingly open digital environment (Aulia & Asbari, 2024).

Correspondingly, this research will also identify opportunities that can be leveraged to
improve organizational performance and employee satisfaction through the application of
technology. By looking into recent literature and relevant research, we can gain a deep
understanding of how technologies such as human resource information systems (HRIS), digital
platforms for recruitment and selection, and analytical tools for performance management have
influenced the way organizations manage and develop their human resources (Wibowo &
Indiyati, 2023). HRM faces increasingly complex challenges in this digital era, where
information and communication technologies are at the core of modern business operations.
Digital transformation not only changes the way organizations manage employee data, but also
affects the interaction between companies and the workforce. One of the key challenges is the
technology competency gap among employees. There is a clear division between the generation
skilled in digital technologies and those who need further guidance to utilize them effectively
in their work context. This slows down the adoption of more advanced HR technologies and
hinders organizations in achieving maximum efficiency (Supriatin & Puspitasari, 2023).

System integration is also a crucial issue in HRM in the digital era. Organizations often
face difficulties in integrating different platforms and systems to manage employee information
holistically. Lack of integration can result in inconsistent and difficult-to-access data, hindering
timely and accurate decision-making. Therefore, companies should carefully consider their
technology infrastructure to ensure compatibility and smooth integration between existing and
new systems (Supriatin & Puspitasari, 2023). Data privacy and security are important aspects
that must be considered in HR digital transformation. In an ever-evolving digital environment,
threats to employee data security are increasing. Organizations must implement strict policies
and secure technology solutions to protect employees' personal information from cyber attacks.
Employee trust in their data management is critical, and privacy breaches can damage a
company's reputation and reduce employee engagement and productivity (Bangsawan, 2023).

The final challenge is resistance to change from employees and management. While
technology can improve efficiency and transparency in HR management, successful adoption
is often hampered by discomfort with new technologies and old habits that are difficult to
change. Organizations need to develop effective communication and training strategies to
overcome this resistance and ensure that the entire team can feel the real benefits of the digital
transformation carried out (Tahir et al., 2023).

Based on this background, this research was conducted to find out the opportunities and
challenges that exist and how organizations can design more effective strategies in
implementing technology in HRM in the digital era using literature studies?

Human Resource Management

According to Garry Dessler in one of his books entitled "Fundamental Human Resource
Management" in 2019, human resource management (HRM) involves managing various
aspects related to human resources in an organization, including recruitment, selection, training,
development, compensation, and employee performance management. Dessler also emphasizes
the importance of HRM in supporting the organization's strategic goals by ensuring that the
organization has a competent, engaged, and productive workforce.

Digital Transformation

Digital transformation as a concept and term has evolved along with technological
advancements and changes in business paradigms. There is no definitive year that exclusively
marks the definition of digital transformation, as it is a continuous evolution in the world of
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business and technology. However, the term began to gain greater attention around the 2010s
when digital technologies such as cloud computing, big data analytics, and Al began to
significantly change the way organizations operate. Digital transformation as a conceptual term
has become increasingly important and pervasive in various industries since the beginning of
the 21st century, with companies large and small vying to adopt these new technologies to

improve efficiency, innovation, and adaptation to rapid market changes (Aminah & Saksono,
2021).

Related Research

Table 1. Related Research
NO TITLE AUTHOR YEAR | EQUATIONS DIFFERENCE
Discusses digital
transformation in

Digital Human
HR management, .
Resource emphasizing how Focus on skills
1  Management: Pradana, etal. = 2023 P & and roles in the
. digital .
Skills and Roles . digital age.
in the Digital Age technologies
affect HRM
practices.
Digital .. Discusses digital
Transformation in .2 . Focus on
transformation in . .
Human Resource implementing
HR management, .
Management and Indoputri & emphasizing how | °P ccific
2 ItsRolein Gen Z Pl 2024 P & technologies such
Sanjaya digital
Career technologies as Al :flnd.data
Developrpent: A affect HRM analytics in HR
Systematic . management.
practices.

Literature Review

Discusses digital
transformation in  Focuses on

HR management, innovation and
emphasizing how = the role of HR

Innovation And
Human Resource
3 Management: A Jotaba, et al. 2022

. digital management in
Systematic . . :
Literature Review technologies mnovative

affect HRM enterprises.
practices.
Discusses digital
Digital transformation in .
. Focusing on
Transformation in HR management, HRM
Human Resource emphasizing how o\
4 Bratamanggala | 2024 . opportunities and
Management: digital .
X . challenges in the
A Systematic technologies Dicital era
Literature Review affect HRM & '
practices.

Based on the relevant previous research above, there are similarities, namely both
discussing digital transformation in HRM and emphasizing how digital technology affects
HRM practices. The difference between this research and previous research is where previous
research discusses skills and roles in the digital era, the implementation of certain technologies
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such as Al and data analytics in HRM, innovation and the role of HRM in innovative companies
while this research focuses on HRM opportunities and challenges in the Digital era.

METHOD

This study will use a literature review approach to investigate the challenges and
opportunities associated with digital transformation in human resource management (HRM). A
literature review is a suitable approach to gain in-depth insight into a complex topic such as this
by analyzing and synthesizing findings from various reliable sources. The literature search
process will include academic databases such as Google Scholar, Sinta, ScienceDirect, and
SpringerLink, as well as other national and international publications.

The steps to be taken in the literature search include identification of empirical studies,
conceptual reviews, and review of articles relevant to digital transformation in HRM. The main
focus will be on identifying the key challenges that organizations face in adopting digital
technologies for HRM, as well as the new opportunities that arise from these changes. This
approach will help in building a comprehensive understanding of the impact of digital

transformation in the context of HRM.

Table 2. Literature Review

No Title Author Year Publisher
Employee Productivity
Improvement: Opportunities and .
1 | Challenges of Human Resource Dadang et 2023 Jurnal Ilmlah
. al. Edunomika
Management in the Era of
Society 5.0
Lisa
Amalina
Challenges and Strategies of Saputri, Prosiding
Muhammad
Human Resource Management Tabaal Management
2 | in the Era of Digital 4 2024 Business
) ) Maulana, )
Transformation: A Literature . Innovation
Nur Kholik
Study . Conference
Istigomah,
Intan
Ratnawati
Human Resource Management
3  in the Digitalization Era: Ayuningtyas 2023 = Kompasiana
Challenges and Opportunities
Human Resource Management
Strateei Emol Journal of
4  Dtraegles on bmployce Marthalia 2023 Economics and
Performance in Facing the Era Business UBS
of the Industrial Revolution 4.0 Y
A.
Employee Mental Wellbeing in IIZIaharam,
the Digital Age: The Impact of Zéi fuddin Jurnal Ekonomi,
5  Technology on Employee D Au ’ 2023 | Bisnis dan
Mental Wellbeing and Efforts to e Manajemen
Address Digital Stress Safitri, H. S.
Rosada, M.
1. Anshori
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Exploring human resource Zhane & Journal of the

6 management digital Cheng 2023 Knowledge
transformation in the digital age Economy
A Study of Artificial

7 Intelligence Impacts on Human = Murugesan, 2023 Decision
Resource Digitalization in et al. Analytics Journal
Industry 4.0

Managing Human Resource in
8  the Digital Economy: Balancing | Suwajietal. | 2024
Challenges and Opportunities

Jurnal Informasi
dan Teknologi

German Journal

i of Human
Digital human resource Resource
9 management: A conceptual Strohmeier = 2020 )
clarification Ma}nagement.
Zeitschrift fir
Personalforschung
HR Analytics: Leveraging Big Educational
Data And Artificial Intelligence Administration:
10 For Decision-Making In Human Sangu, etal. 2024 Theory and
Resource Management Practice

Through this literature review approach, this study aims to provide an in-depth and
informed view of how organizations can face the challenges and take advantage of the
opportunities arising in the digital transformation era to improve efficiency, productivity, and
employee engagement.

RESULT AND DISCUSSION

The main findings of the literature review conducted on digital transformation in human
resource management (HRM) focused on the challenges and opportunities identified from
various relevant literature sources. One of the main challenges that organizations face is the
competency gap among employees. Some employees may not be familiar with or have
sufficient skills in using the latest digital technologies. This can hinder the effectiveness of
technology implementation in HRM. The study conducted by Dadang et al., (2020) shows that
in improving employee productivity in Indonesia often faces this problem, where training and
development of digital skills is an urgent need to overcome the gap.

Another challenge is the integration of new digital systems with existing infrastructure.
Poorly integrated systems can lead to data redundancy and difficulties in accessing accurate
and timely information. Saputri et al. (2021) in their research in the Indonesian public sector
revealed that the integration of HRIS systems with legacy systems requires careful planning
and significant investment. Concerns related to employee data privacy and security are also a
big challenge. In the digital era, employee data is more vulnerable to cyber security threats.
Research by Strohmeier (2020) emphasizes the importance of implementing strict data security
policies and using encryption technology to protect sensitive employee information. Resistance
from employees and management to the adoption of new technologies is a common challenge.
Employees may feel comfortable with traditional working methods and be reluctant to change.
Ayuningtyas (2023) noted that effective communication strategies and comprehensive training
programs can help reduce resistance to change in multinational organizations.

Digital transformation enables the automation of many manual processes in HRM, such
as payroll, leave management, and performance evaluation. This automation can improve
operational efficiency and reduce human error. Marthalia et al. (2023) found that companies
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that adopted digital technology for employee performance management experienced a
significant increase in efficiency. Digital technology enables more effective collection and
analysis of employee data, providing deeper insights for better decision making. Research by
Murugesan, et al. (2023) shows that manufacturing companies using data analytics in HR
management can increase employee productivity through more data-driven decisions. Digital
transformation opens up opportunities for the development of employee skills and
competencies through digital learning platforms and technology-based training programs.
Suwaji et al. (2024) note that financial services companies that utilize e-learning and online
training have managed to improve employee skills more efficiently. Digital technology can be
used to improve employee engagement through internal communication platforms, engagement
surveys, and mobile applications that support better interaction between employees and
management. Zhang & Chen (2023) found that retail companies that implemented mobile
applications for internal communication experienced increased employee engagement and job
satisfaction.

Digital transformation in human resource management presents various challenges and
opportunities. Challenges such as technology competency gaps, system integration, data
privacy and security, and resistance to change need to be addressed with the right strategies. On
the other hand, opportunities to improve operational efficiency, use of data for decision-making,
employee skills development, and increased employee engagement can be leveraged to achieve
competitive advantage in organizations. This literature review provides valuable insights that
can assist organizations in designing effective digital transformation strategies in HRM.

CONCLUSION

Digital transformation in human resource management (HRM) offers various
opportunities while presenting a number of challenges for organizations. Based on the literature
review that has been conducted, it can be concluded that:

1. Digital technology adoption can improve operational efficiency, support data-driven
decision-making, accelerate employee skill development, and improve employee
engagement.

2. However, technology competency gaps, system integration, data privacy and security, and
resistance to change are barriers that need to be overcome with the right strategy.

3. This review suggests that organizations need to develop a holistic approach that includes
continuous training, thorough system integration planning, strict data security policies, and
effective communication programs to reduce resistance to change.

4. Thus, organizations can make the most of digital technology to achieve competitive
advantage and improve HRM performance.

Suggestion
Based on the conclusions that have been outlined, here are some suggestions that
organizations can consider in the face of digital transformation in HRM:

1. Technology Competency Development: Organizations need to invest resources for
employee training and development to enable them to master the digital technologies being
implemented. Training programs should be tailored to the specific needs of employees at
different skill levels.

2. System Integration Planning: To overcome the challenges of system integration,
organizations must do careful planning and select technologies that are compatible with the
existing infrastructure. The use of experienced technology consultants can help in designing
and implementing a well-integrated system.

3. Communication Strategy and Change Management: To reduce resistance to change,
organizations should develop an effective communication strategy that explains the benefits
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of digital transformation to employees. In addition, an inclusive and participatory change
management program can help employees feel more involved and support the transformation
process.

4. Utilization of Technology for Employee Engagement: Organizations should leverage digital
technology to improve employee engagement, such as through mobile apps for internal
communication, engagement surveys, and collaboration platforms. This can create a more
interactive work environment and support better relationships between employees and
management.
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